Explanation of the authorized representative (representative) of the legal entity,
subject to administrative offence lawsuit:

(surmame, initials of the authorized representative {representative) (signature)
of the legal entity, subject to administrative offence lawsuit)

Before, during or after making a report of the administrative offence in the name of
participants:

(their legal status, surnames, initials)
motions and petitions have not been received

(received, not received)
Content of the motion (petition):

Record of evidence has been read’

(surname, initials of the authorized representative (representative) (signature)
of the legal entity, subject to administrative offence lawsuit)

Comment on the record of evidence !

{content of comment, indication of no comment)
Advocate:

(surname, initials) (signature)
Interpreter:
Shornikov D.O.

(surname, initials) (signature)

(surname, initials of the authorized representative (representative) (signature)
of the legal entity, subject to administrative offence lawsuit)

Senior consultant of Organizational and
Analytical Department of Scientific and
Engineering Service of the Federal
Security Service of the Russian Federation

Ovchinnikov D.N.

(position, surname, initials of the officer who has drawn up (signature)
the record of evidence)

! Should be handprinted by the delinquent






9Kk3. Ne 1

CYKBA BE3ONMACHOCTH [ CHEpAIIEHOMY AMPEKTOpY
POCCUNCKOM GENEPALIUH Telegram Messenger tfm‘ted
(®CE Pocch) Liability Partnership
HAYYHO-TEXHHYECKAS CJIYKBA ILB. IYPOBY
OPTAHM3ALIOHHO-AHAJIM THYECKOE
VITPABJIEHHE

7% .09.2017 Ne 137/2/2/3905"

. Mockea, 107031

O HanpaBneHHH IPOTOKONA 00
aJMHHHCTPaTHBHOM I1paBOHAPYIIIEeHHH

YBaxaemsli IlaBen BanepreBuy!

Hamnpasnsem kommro mpoTokona 06 aIMHHHCTPaTMBHOM IPaBOHApYIICHHH,
npexycmoTpeHHOM uacTeio 2.1 cratem 13.31 Kopekca Poccuiickoit ®enepanun
00 aIMUHHCTPaTUBHEIX IpaBOHAPYIIEHUAX, 10 (AKTY HEHCIIONHEHHs O6S3aHHOCTH
NpEeJOCTaBIATe B (efepaibHBIi OpraH HCIOJHHTENBHOM BIACTH B 00NacTH
ofecneyenns 6GezonacHOCTH HHQOpMAUMIO, HEOGXOAMMYIO WA NEKOJUPOBAHMS
NPHHHMAaEeMBIX, [E€peJaBacMbIX, MOCTaBIsAeMBIX M (unu) obpabaTEIBaeMEIX
3MEKTPOHHEBIX COODILICHHH,

TTpunoxense: o Texcty, Ne#3%/22/397%4 o1 14.09.2017, k3. Ne 2, a4 1.

H.A. Cunantren




Copy 1

Federal Security Service of the Director General
Russian Federation Telegram Messenger Limited
(FSS of Russia) Liability Partnership

Scientific and Engineering Service

ORGANIZATIONAL and ANALYTICAL
DEPARTMENT

79 .09.2017 Ne 137/2/2/3905~
Moscow, 107031

P.V. DUROV

Ref: notification on sending a
record of the administrative offence

Dear Pavel Valerievich!

We are to send you the copy of the record of the administrative offence
stipulated in Part 2.1 Article 13.31 of the Administrative Offences Code of the
Russian Federation relying on the fact of violating the obligation to submit to the
federal executive body responsible for control of security the information required to
decode the received, transmitted, delivered and (or) processed e-mails.

Enclosure: The record of the administrative offence, No 737/%/2/3504 , from
September 14, 2017, copy Ne 2, on 4 leafs,

SOTNACHOE

YUPARRZ, # Sy

St O nACH **g oy
o

- ety t 0
%

Head of D.A. Silantyev



OK3. Ne 2
ITPOTOKOJI

00 aAMHHHCTPATHBHOM MPABOHAPYILEHHH

(B OTHOMEHHH IOPHAHYECKOr0 JIHLA) [0 Aey 06 aAMHHHCTPATHBHOM
npasonapymenun Ne _137/2/2 /3904

r. Mocksa «14» centsbpsa 2017 r.
{MECTO COCTABNEHHNA) (narta coctaBnexns)

Crapummii koHcynbsTanT OpraHH3alHOHHO-aHATMTHYECKOTO YITPABJIEeHHA
(zonxHOCTh, GaMHAHA B HHHLUHATE! JOHKHOCTHOrO AHLA, COCTABUBIIETO APOTOKOII)

Hayuno-texuuueckoit cnyx6s1 @CB Poccuu Opunnuukos I H.

C yYacTHeM IepeBOaIHKA Ilopuukosa Jennca Onerosuya
{daMmnna, HMA, OTHECTBO)
KOTOpOMY pasbACHEHBI Npasa U 00GA3aHHOCTH, NpeaycMoTpeHHbIe CT. 25.10 KoATT PO, a MMeHHO ABHTHCA M0 BLI3OBY
JHLA B NPOHIBOACTBE, KOTOPOTO HAXOAKTCH A€10 06 aIMMHHCTPATHBHOM TIPABOHAPYIUEHHH, BLINONHUTD MOHO H TOUHO
nopy4eHHui eMy nepesoa H yIOCTOBEPHTh BEPHOCTH NEPEBOA CROEH NOAMHCHID;
00 agMuUHHCTPaTHBHOH OTBeTCTBEHHOCTH no ¢T.17.7 KoAll P® 3a yknoHneHWe OT HCNOJHEHHA CBOHX 00A3aHHOCTER
no cT.17.9 KoAIl PO 3a 3aBefomMo HenpaBuiibHLIN NepeBos npeaynpexaeH d

(nonrmcii. [IEPEBOAYTHKA)
C Y4aCTHEM 3aKOHHOIQ MPEACTABUTENS HOPHAWMYECKOr0 JHLIa, B OTHOIIEHHH
KOTOporo B036y}K1{eH0 geno oo aaAMHHHCTPATHBHOM IIPaBOHAPYIUEHHH /€ ubeted—
» IPEACTAaBHBLIETO JOKYMEHTEI, YAOCTOBEPAKOILNE €0

(amunns, UMA, OTUECTBO)

CIy>XeOHOE MOoJIoKEeHHE ,

KOTOpOMY PAIBACHEHO, YTO B COOTBETCTBHH €O CT. 51 Koncturyumnn PD, u. 2 cr. 24.2, u. 1 cT. 25.1 neT. 25.4 KoAIl
P<> on Bripase:

HE CBHICTEALCTBOBATL MPOTHB camoro cebs, CBOEro cynpyra M ONM3KMX PONCTBEHHHKOB, 3HAKOMMTHCA CO BCEMH
maTepHanamu jiena, 1asaTe OOBACHEHHA, TNONbLIOBATECH IOPHAMMECKOH NOMOWIBIO 3aUUTHUKA C MOMEHTA
aNMUHUCTPATHBHOTO 3ajepwaHus JMGO COCTAaBICHHA nNpoTokona o6 AAMMHUCTPATHBHOM NPABOHAPYIUEHHH,
NpENCTaBNATL NOKAIATENLCTBA, 3a%BAATE X0JaTaHcTea W OTBOAKI, AaBaTh OOBACHEHWA HA POAHOM A3LIKE JnGO Ha
ApyroM cBo0OAHO M30paHHOM A3blke OOlIEHMSN, MONBLIOBATECA MOMOWBIO NEepeBOAYMKA GECIUIATHO, MPMHOCHTHL
#anobel Ha meficTeus (GelzeficrsuA) u pemreHHs cyna, opraHa, JOMKHOCTHOrO JHUA, B MPOM3BOACTBE KOTOPOrQ
HaxoAnTCA AeNo 06 aAMHHHCTPaTHBHOM NMPaBOHApYIIEHHH,

(dammunus, HHHUHAT B 3aKOHHOTO npeacTaBHTENA (noamues)
IOpPHANYECKOTC JIHIA, B OTHOLIEHHH KOTOPOTO pacCMaTpHBAeTCA
aeno o5 aaMHKEHCTPATHBHOM NPaBOHAPYILEHHH)
NpeacTaBUTENA OPUAHYECKOIO JIHLa #& J&M&?f , IIpaBa KoToporo
{pamiutun, umsA, oTHECTRO)

NOATBEPXKAAOTCHA NOBEPCHHOCTHIO s

3alllHTHHKA s
(pamunnsg, UM, 0TUECTBO)

npeacTaBHBLIEIO OpHEDP .

KOTOPBEIM Pa3bACHEHO, YTO B COOTBETCTBHMH C 4. 5 cr. 25.5 KoAlIl P® 3ammTHHK (NpencTaBHTeNs) BOpane;
3HAKOMHTECA CO BCEMH MaTepHanaMH leNa, NpeAcTaBnfATh N0KA3aTeNLCTBA, 3AABAATE XoHaralicrea W OTBOSI,
yuacTBOBaTh B pacCMOTPEHWH pena, obxanopaTh npHMeHeHHe Mep ofecneyeHHs NPOM3BOACTBA NO OEmy,
NOCTAHOBJEHHE M0 AETY

(hbamunns, HHUUHANE! 3aIUMTHEKA (NPEACTABHTENS) (noanuce)

boncrs 4%0%
Obut .09 2017



pyKoBoACTBYsCh TpeboBanmamu crated 28.2 u 28.3 Kopexca Poccuiickoii
@enepauud 00 agMHHHUCTPATHBHBEIX NPABOHAPYIUEHHSX, COCTABMJ HACTOSLIMIL
HPOTOKOJ B OTHOLIEHHH:

Haumenosanue ropuguyeckoro nuna: Telegram Messenger Limited Liability

Partnership

Mecro peructparmu (Haxoxaenus): 71-75 Shelton Street, Covent Garden,

London, WC2H 9JQ

3aKOHHBIH NPEACTABHTEND OPHAHYECKOTO IHIA: —

OBCTOSATEJBCTBA IPABOHAPYIIIEHHUA:

Telegram Messenger Limited Liability Partnership (manee — Telegram),
ABJSIETCA OpraHH3aToOpoOM paclpocTpaHeHHs MHQopMauud B cetd «HHTepHeT»
(28 utonst 2017 r. BHeCEH B peecTp OPraHH3aTOPOB PACIPOCTPAHEHHS HH(GOPMALHH
B ceTH «MHTepHeT» mom Homepom 90-PP) u ucmonesyer ansa npuema, nepenav,
AocTaBKd M (HIH) oOpabOTKM 3MEeKTPOHHBIX COOOINEHHI TNONB30BAaTENEH CceTH
«nTepHeT»  NOMONHMTENBHOE  KONUPOBAHHE  OJNEKTPOHHBIX  COOBIIEHH
H NPeJOCTABIIIET MONB30BaTe/sIM ceTH «HTepHeT» BO3MOXHOCTE JOIMOJHHTEIEHOIO
KOJHPOBAaHUSA JIEKTPOHHEIX COOOILEHHI,

ITynxrom 4.1 crateum 10 @epepansHoro 3akona ot 27.07.2006 Ne 149-03
«006 nndopmanuy, HHGOPMALNMOHHEIX TEXHONOTHAX H O 3alUTe HHQOPMALMH
ycTanoBneHa 00S3aHHOCTE OpraHM3aTOpa PaclpOCTpaHeHHs HHQOPMAILMH B CETH
«HTepHEeT» NPeACTABIATE B (efepanbHEli OpraH HCIONHUTETLHOH BIacTH B ofnacTu
ofecrieueHus 6e30MacHOCTH HHQOPMaLHIO, HEOOXOAMMYIO Uil JEKOAMpOBAHHUS
NpUHHUMAeMbIX, [epeflaBaeMbIX, JOCTaBinAeMbIX M (Mnu)  obpabaTeiBaeMBIX
3JIEKTPOHHEIX COOOIIEHHI.

B coorserctBuu ¢ myHkToM 2 IlopsimKa NpeAcTaBIEHHS OpPraHH3aTOpaMH
pacnpocTpaHeHHs HHGOpMalMH B HH(OpMaLMOHHO-TEIEKOMMYHHKAIHOHHON CETH
«HurepHet» B PepepansHylo cmyxOy 6esomacHocTH Poccuiickoit ®ezepaiyu
nHpOpMalUH, HEOOXONMMOM IUI AEKOAMPOBAHHS IPUMHHMAEMEIX, IEpeaBaeMBIX,
JOCTaBNAEMBIX B (MIH) 00pabaThIBaeMBIX 3NMEKTPOHHBIX COOOWIEHMI MONp30BaTeNneii
MH(QOPMAaIIHOHHO-TEIEeKOMMYHHKAUMOHHOH ceTH  «MHTepHeT», yTBepXIEHHOrO
npukazoM ®CB Poccun ot 19.07.2016 Ne 432, OpraHu3alHOHHO-aHATHTHYECKOE

ynpaBnenHe HayuyHo-texHudeckod cimyx6s1 ®PepnepanbHoil cinyxObl Ge30macHOCTH

fnsa. Bapuo-
Dhuf



Poccuiickoii ®enepauunu (nanee — VYmpasneHue) sBAseTcCA YIOMHOMOYEHHBIM
nonpaznenenueM PenepansHoii cmyx6s1 6esonacnoctu Poccuiickoit ®epeparyu no
NOJY4YEeHHIO OT OpraHU3aTOPOB pacmpocTpaHeHHs uHpopMauuu B ceTu «HHTepHET»
HHpOpMalnK, HeoOXOOMMOH s NEeKOAWPOBAHHA NPHHUMAEMBIX, NepeaBaeMBIX,
AocTaBIAeMbIX H (MIK) ob6pabaThiBaeMEBIX AJIEKTPOHHEIX COOOIIEHHI Momp3oBareneii
cetH «MuTepHeT» (nanee — nHGOpMAaIUA AN JEKOAHPOBAHHMA)

14,07.2017 na oduumaneHbli agpec Telegram (B ToM umcme, B dopme
3JIEKTPOHHOTO JOKyMEHTa Ha aJpeC 3JIEKTPOHHOH mnoduthl — abuse@telegram.org)
HampasyieHo muckMo Ne 137/2/2/2704 ¢ 3anmpocom O mpefCTaBieHHH B YTNpaBieHHe
HH(OpMaLMH 1A JeKOXHPOBaHHUS B cpok A0 19.07.2017. {anHoe MUCHEMO MOIy4EHO
appecatoM 21.07.2017 B BenuxoOpuranuy.

BMmecre ¢ Tem, mo coctosHuio Ha 30.08.2017 B agpec VimpasneHus oTBera
oT Telegram He moctynano, uHdopmarueii o BeimonHenuu Telegram o06GA3aHHOCTH,
NpexycCMOTpeHHOM MmyHKTOM 4.1 ctatbu 10 DepepanbHoro 3akoHa or 27.07.2006
Ne 149-03 «O6 wundopMauuu, HHOOPMALUMOHHBIX TEXHOJOTHMAX M O 3allfuTe
nHpOpMaLun» YTIpaBieHHe He paclofiaraer.

Takum obpasom, Telegram coBepuinno agMHHHCTPaTHBHOE IpPaBOHApPYILEHHE,
npeaycMoTpeHHoe 4acteto 2.1 crate  13.31 KoAIl PP «HeucrnosHeHHe
OpraHM3aTOpPOM pacnpocTpaHeHus HHQpopMauuu B ceTH «MHTepHET» 06J3aHHOCTH
NpEJOCTaBNATh B (PeflepayibHBI OpraH MCIOJHHTENLHOH BIACTH B 0OJACTH
obecrieuenuss Ge3omacHOCTHM HHGOPMaLHIO, HEOGXOAMMYIO i JAeKOXMPOBAHHS
NpUHUMaeMEBIX, MepeAaBacMbIX, JOCTaBIsAeMBIX W (unH) obpabareiBaeMEIX
3JIEKTPOHHBIX COOOLIEHHITY.

31.08.2017 nHa oduuuansHeit agpec Telegram HanpasneHO M3BEIEHHE
Ne 137/2/2/3639 c yBemomiieHHeM O JaTe W MeCTe COCTABIEHHH MpOTOKoNa 06
aJMHHUCTPATHBHOM MpaBOHApYIIEHHM. [[aHHOe H3BELIEHHE NOMY4eHO aApecaTroM B
BenukoGputanun  11.09.2017. 3akomHblf  npencTaBuTeNb  (MpeACTAaBUTENH)
IOPHAHYECKOTO JIHLA B Ha3HAUYEHHOE BpEMS K MECTY COCTAaBIEHHS NPOTOKoNa 00

aIMHHHCTPAaTHBHOM IIPaBOHApPYIIEHHH HE ABHJICA.

£4.09 2047



O6pAcHenue 3aKOHHOTO TIpeicTaBUTeNs (PeCTaBUTEN) IOPHAUYECKOTO JIHLa,
B OTHOIUGHHH KOTOPOTO BEAETCA INPOM3BOACTBO MO HeNy 06 aJMHHHCTPaTHBHOM
NpPaBOHapyMIeHHH: -~

(thaMMIHA, HHHLIMANK! 3AKOHHOrO MpeACTaBATEAA (MpeaCTaBHTENA) (nmoanucs)
IOpHIHMECKOrO AMIIA, B OTHOIHEHHH KOTOPOro BoabysaeHo [eno
00 2IMMHHCTPATHBHOM NPAaBOHAPYILEHHH)

Ilepex HauamoM, B xoZe nH0O 1O OKOHYAHMH COCTaBICHHA NpOTOKONa 06
aIMUHHCTPATHBHOM NIPaBOHAPYIIEHUH OT YYaCTBYIOIIMX JHLI;

(¥x npoueccyanbHOe nonoxeHUe, (haMHIHH, HHHLHANE])
XO0JaTancTBa U 3aABJICHHA HE MOCTYIHIIHN

(nocTynniu, He TOCTYIHIH)
Copneprxanue xogaraiicTsa (3asBnenus): —

TTpOTOKOJI MpOYHTaH' gl

tamniTng, MHULBATE! 3aKOHHOTO NpeACTaBHTeAs (MpeacTaBHTeNA) {noanuce)
IOPHAMYECKOTO JIHLA, B OTHOMIEHHH KOTOPOTO BO36YHAEHO Aeno
06 aMHHHCTPATHBHOM NPABOHAPYIIEHHH

———

3aMeuanus K IpOTOKONY'

(conepxanne 3amenanuii THG0 ykasaHHe HAa HX OTCYTCTBHE)

3aluTHHK:

(bamunns, uuuumanst) {noxanuce)
IlepeBogunk: 1
Hlopuuxos [1.0. Q(
(bamunus, HHUIHANL) (Tonnucs)
(ammna, HHULHANLI 3aKOHHOTO MPEACTABMTENS (IpEACTABHTENS) (noanuce)

OPHAWYECKOrO THLA, B OTHOLIEHHH KOTOPOro Bo3GykAeHo Aeno
06 aIMHEHCTPATHEHOM NPaBOHAPYLIEHHY

Crapmuii KOHCYABTaHT

OAY HTC ®CE Poccuu
OBumnnaukos JI.H. usf”
(nomxHoOCTS, haMHNNR, HHHIHANLD {moanuce)

JOKHOCTHOO JHLA, COCTABHBLLETO HPOTOKOH)

! 3anonmsercs or pykH npaBoHapymHTENEM

Horwct Agpre
Dbt 1,08 o/



RECORD

of an administrative offence
(in regard to a legal entity) subject to an administrative offence lawsuit Ne 7"57/2 / '-?/ 3904

Moscow 14th, September, 2017
(place) (date)

Senior consultant of OAD SES of FSB of Russia Ovchinnikov D.N.

(position, surname and initials of an official who has drawn up the report)

with the participation of an interpreter Shornikov Denis Olegovich

(fult name)
to whom the rights and the obligations provided by the Art. 25.10 of the Code of the Russian Federation on
Administrative Offences are explained, namely, to come on call of the person responsible for the judicial proceedings of
the administrative offence case, to make a complete and accurate translation of the commissioned document and to certify
its fidelity with his signature;
who is warned of administrative liability in accordance with the Art. 17.7 of the Code of the Russian Federation on
Administrative Offences for evading the discharge of duties and in accordance with the Art. 17.9 of the Code of the
Russian Federation on Administrative Offences for the knowingly wrong translation

(signature of an interpreter)
with the participation of a legal representative of the legal entity against which an
administrative offence case has been initiated

= , who has submitted documents certifying
(full name)

his official position _ —

to whom his rights provided by the Art, 51 of the Constitution of the Russian Federation and Part 2, Art. 24. 2 Part 1,
Art. 25.1 and Art. 25.4 of the Code of the Russian Federation on Administrative Offences are explained:

not to be a witness against himself/herself, his spouse and close relatives, to look into all the materials of the case, to
give explanation, to use the legal assistance of counsel from the moment of administrative detention or drawing up of
an administrative offence report, to make motions, petitions and challenges, to give explanation in one's native
language or in other freely chosen language of communication, to be provided with an interpreter free of charge, to
lodge a complaint about the action (inaction) of the court, body, official responsible for the proceedings.

(surname, initials of a legal representative of the legal entity {signature)
subject to an administrative offence lawsuit )
of a representative of a legal entity , whose rights
{full name)
are confirmed by a power of attorney :
counsel )
{full name)

who presented the warrant

to whom the rights of counsel (representative) provided by the Part 5, Art, 25.5 of the Code of the Russmn
Federation on Administrative Offences are explained: to look into all the matenals of the case, to provide evidence, to
make petitions and challenges, to participate in the consideration of the case, to appeal against the applications of
measures to ensure the proceedings in the case, the court order

(surname, initials of counsel (representative) (signature)



guided by the requirements stipulated in Clause 28.2 and 28.3 of the Administrative
Offences Code this report is drawn up in regard to:

Name of the legal entity: Telegram Messenger Limited Liability Partnership

Place of registration (location): 71-75 Shelton Street, Covent Garden,

London, WC2H 9JQ)

Authorized representative of the legal entity:

FACTUAL OFFENCES OF THE CODE:

Telegram Messenger Limited Liability Partnership (hereinafter referred to as
Telegram), is an organizer of information distributing on the Internet (on June 28,
2017 it was included in the register of information distributors on the Internet and was
assigned the 90-PP registry number) and it uses additional encryption of electronic
massages to receive, transmit, deliver and (or) process electronic massages of the
Internet users and offers to its Internet users an optional end-to-end encrypted chat.

According to paragraph 4.1 Article 10 of the Federal Law Ne 149-FZ of 27"
July, 2006 “On Information, Information Technologies and Data Protection” an
organizer of dissemination of information on the Internet is required to provide the
federal executive body responsible for security with the necessary information
required to decode the received, transmitted, delivered and (or) processed electronic
messages.

According to paragraph 2 of The Rules approved by the FSB of Russia order of
19.07.2016 Ne 432 on providing by the organizers of information distributing on the
Internet Information and Telecommunication network the Federal Security Service of
the Russian Federation with the necessary information required to decode the received,
transmitted, delivered and (or) processed electronic messages of the Internet
Information and Telecommunication network users, the Organizational and Analytical
department of the Scientific and Engineering Service of the Federal Security Service
of the Russian Federation (hereinafter referred to as The Department) is a designated
body of the Federal Security Service of the Russian Federation authorized to receive
from the organizers of dissemination of information on the Internet the information
required to decode the received, transmitted, delivered and (or) processed electronic

messages of Internet users (hereinafter referred to as the Information for decoding).



On July 14, 2017 a letter ref. Ne 137/2/2/2704 requesting the submission of the
Information for decoding to the Department by July 19, 2017 was sent to the official
Telegram address (in electronic form to abuse@telegram.org including). The letter was
received by the addressee in Great Britain on July 21, 2017.

At the same time up to August 30, 2017 there was no answer from Telegram and
the Department has no information about the fulfillment of obligations specified in
paragraph 4.1 article 10 of the Federal Law Ne 149-FZ of 27™ July, 2006 “On
Information, Information Technologies and Data Protection”.

Hence, Telegram committed an administrative offence specified in part 2.1
Clause 13.31 of the Administrative Offences Code of the Russian Federation on
“failing by an organizer of dissemination of information on the Intemet to provide the
federal executive body responsible for security with the necessary information
required to decode the received, transmitted, delivered and (or) processed electronic
messages”.

On August 31, 2017 a notice ref. Ne 137/2/2/3639 was sent to the official
Telegram address notifying the date and address where the administrative offence
written record was to be made. The notification was received by the addressee in Great
Britain on September 09, 2017. The Company official (representative) did not come to

the specified place in time to draw up an administrative offence report.



